
INFORMATION TECHNOLOGY 
 

 

Comparison of programs for traffic analysis 
 

 

Kharkov National University of Radio Electronics, Kharkov, Ukraine 

Corresponding author. E-mail: yuliia.skoryk@nure.ua, viktoriia.vlasova@nure.ua, bogdan.knabe1@gmail.com 
 

 

https://doi.org/10.31174/SEND-NT2020-224VIII27-08 
 

Abstract. The paper considered the theoretical and practical features of the following programs for monitoring traffic: Observium, Nagios, 

tcpdump, NetworkMiner, WireShark, Cain and Abel, Zabbix, Network Olympus, and also analyzes the characteristic features of programs 

for analyzing network traffic. Based on the research, it is shown which programs are most suitable for analyzing network traffic. 
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Introduction. Network monitoring software is an indispen-

sable tool for every system administrator. They allow you to 

quickly respond to abnormal activities within the local net-

work, to be aware of all network processes and, thus, auto-

mate part of the administrator's routine activities: primarily 

those related to network security. These tools provide con-

venient means of visualizing the volumes of outgoing and 

incoming traffic, allow you to keep statistics, measure speed, 

monitor the activity of network users and the like. The most 

relevant programs for monitoring the local network are Ob-

servium, Nagios, tcpdump, NetworkMiner, WireShark, Cain 

and Abel, Zabbix, Network Olympus, which will be ana-

lyzed in this paper. 

A Brief Review of Related Publications. In [1], the fea-

tures of the Observium program were considered. In [2], the 

features of Nagios and Zabbix programs were considered, 

and their comparison was also carried out. In [3], the 

tcpdump program is considered. The work [4] describes the 

NetworkMiner program. The work [5] examined in detail the 

functionality and operability of the WireShark program. In 

[6], an introduction to the Cain and Abel program is given. 

The work [7] describes the Zabbix program, and also de-

scribes the network model used in Zabbix. The work [8] 

describes the functionality of the Network Olympus pro-

gram. 

However, not one of these works compares these pro-

grams. 

Purpose. To compare programs for traffic analysis, and 

also on the basis of the analysis to show which traffic ana-

lyzers are most suitable for monitoring network traffic.  

Analysis of traffic analyzer programs. The Observium 

program, whose work is based on the use of the SNMP pro-

tocol, allows not only to examine the state of a network of 

any scale in real time, but also to analyze the level of its per-

formance. This solution integrates with hardware from Cis-

co, Windows, Linux, HP, Juniper, Dell, FreeBSD, Brocade, 

Netscaler, NetApp and other vendors. Thanks to a perfectly 

developed graphical interface, these programs provide sys-

tem administrators with a ton of options for tuning - from 

ranges for auto-detection to SNMP protocol data needed to 

collect information about the network. All reports that are 

generated using the analysis of the event log, the Observium 

can present in the form of charts and graphs, clearly demon-

strating the "weak" side of the network. Observium, as the 

slogan on the main site says, is a system for monitoring and 

monitoring network devices and servers. Moreover, the list 

of supported devices is huge and is not limited only to net-

work devices, the main condition is that the device supports 

SNMP. But besides SNMP, the information collected can be 

supplemented by other methods and protocols, for example, 

syslog, rancid, unix-agent [1]. Message log shown in Fig. 1. 

Advantages of the program: a free version is available for 

a short time; convenient and beautiful interface; it is possible 

to monitor services such as Apache, Nginx, Mysql, Bind and 

others, through unix-agent; there are functions of automatic 

detection; monitoring of some virtualization systems is sup-

ported; there is the possibility of building graphs and charts. 

Disadvantages: it is installed only on linux systems, there 

is no version for windows; It is used for large, large net-

works. 

Nagios is a monitoring solution based on a web interface. 

It is quite difficult to master, however, thanks to its suffi-

ciently co-operation and well-developed documentation, it 

can be mastered in a few weeks. Nagios is not just a solution 

for monitoring networks, it is also a solution for monitoring 

operating networks, individual applications, databases, indi-

vidual servers, logs [2]. Nagios dashboard shown in Fig. 2. 

Advantages of the program: using Nagios, system admin-

istrators are able to remotely adjust the amount of load; inte-

gration with other applications; it is possible to view the de-

gree of load of memory reserves in databases, for physical 

indicators of parts of network equipment; there is support for 

all modern operating systems; convenient to use; colorful 

interface. 

Disadvantages: the program is intended for small organi-

zations; the system is not fault tolerant and is scaled by trans-

ferring part of the checks to separate servers; The interval 

between checks and parameter measurements is too long. 

The tcpdump traffic analyzer looks like some kind of out-

dated tool, and from the point of view of functionality it 

works as well. Despite the fact that he copes with his work 

and copes well, using a minimum of system resources for 

this, it will be difficult for many modern specialists to under-

stand a huge number of data tables. But there are situations 

when the use of solutions so circumcised and unpretentious 

to resources can be useful [3]. 

Advantages of the program: simple program to install; it 

is possible to install on linux and windows; It has all the 

basic functionality that you expect to see in any traffic ana-

lyzer - capture, recording, etc. 

Disadvantages: inconvenient interface; missing graphical 

interface. 
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NetworkMiner is another software solution whose func-

tionality goes beyond the usual traffic analysis. While other 

traffic analyzers focus on sending and receiving packets, 

NetworkMiner keeps track of those directly sending and 

receiving packets. This tool is more suitable for identifying 

problem computers or users than for general diagnostics or 

network monitoring. NetworkMiner is designed for Win-

dows. Sniffer supports FTP, HTTP and SMB. Also retriev-

ing user data "logins and passwords." The program can be 

used both for sniffing and for parsing WLAN traffic (IEEE 

802.11). The most important feature of this traffic analyzer is 

the ability to extract files and certificates that are transmitted 

over the network. This function can be used to intercept and 

save all kinds of audio and video files [4]. An example of 

packet capture in NetworkMiner is shown in Fig. 3. 

 

 
Figure 1. Message log 

 

 
Figure 2. Nagios dashboard 

 

Advantages of the program: quick and easy installation; 

there is a graphical interface; there is visualization and classi-

fication of data into groups - which simplifies the analysis of 

traffic and makes it fast. 

Disadvantages: not suitable for corporate solutions; In the 

evaluation version, some functions are limited. 

The WirelessShark program is a relatively new tool in the 

solution for network diagnostics, but during this time it has 

already managed to gain recognition and respect from IT 

professionals. WireShark handles traffic analysis perfectly, 

doing its job perfectly. The developers were able to find a 

middle ground between the source data and the visual repre-

sentation of this data, therefore, in WireShark there are no 

distortions in one direction or another, which are in most 

other programs for analyzing network traffic. WireShark is 

simple, compatible and portable. Using WireShark, you can 

get exactly what you need. WireShark has an excellent user 

interface, many options for filtering and sorting. 
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Figure 3. An example of traffic capture in NetworkMiner 

 

WireShark traffic analyzer works great with any of the 

three most popular operating system families - * NIX, Win-

dows, and macOS. WireShark is an open source software 

product and is distributed free of charge, and it is an excel-

lent tool for conducting quick network diagnostics [5]. An 

example of packet capture in the WireShark program is 

shown in Fig. 4. 

Advantages of the program: WireShark has a good user 

interface; there are many options for filtering and sorting; 

The program works with any of the three most popular fami-

lies of operating systems - * NIX, Windows and macOS; 

WireShark is an open source software product and is distrib-

uted free of charge. 

Disadvantages: not for large companies; Used only for 

current traffic sniffing; when capturing packets online, a 

large number of unnecessary packets are stored on the com-

puter. 

 

 
Figure 4. An example of traffic capture in WireShark 

 

Cain and Abel Program. With this software, the ability to 

analyze traffic is more of an auxiliary function than the main 

one. If you need to perform more functions than just analyze 

traffic, you can use this tool. With it, you can recover pass-

words for Windows, carry out attacks to obtain lost creden-

tials, examine VoIP data on the network, analyze packet 

routing and much more. This is a really powerful tool for a 

system administrator with wide permissions. It works only in 

a Windows environment. Cain & Abel password recovery 

tool for Microsoft operating systems. It allows you to easily 

recover various types of passwords by analyzing network 

traffic, cracking encrypted passwords, and cryptanalysis. 

Allows you to record conversations via VoIP, decode secure 

passwords, recover wireless network keys, open password 

fields, open cached passwords and analyze routing protocols. 

The latest version is faster and contains many new features, 
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such as ARP (Arp Poison Routing), which allows you to 

analyze traffic on switched LANs. In this version, the ana-

lyzer (sniffer) can also analyze encrypted protocols, such as 

SSH-1 and HTTPS, and contains filters for capturing creden-

tials for a wide range of authentication mechanisms [6]. 

Advantages of the program: password recovery is very 

fast. 

Disadvantages: it takes a lot of time to install; must have 

access to another administrator account on the computer. 

Zabbix monitoring system is a universal open source net-

work monitoring solution that can be configured for individ-

ual network models. Basically, it is intended for systems that 

have a server architecture. This application allows you to 

simultaneously manage hundreds of network nodes, which 

makes it an extremely effective tool in organizing the work 

of administrators working in large-scale enterprises. To de-

ploy Zabbix on your local network, you will either need to 

run software agents, or use the SNMP protocol for manage-

ment. In addition, this program provides a complete set of 

tools for monitoring the status of the network hardware. Note 

that in order to fully experience all the advantages of this 

solution, you will have to have at least basic knowledge of 

some programming languages that can be shared with Zab-

bix [2, 7]. 

Advantages of the program: free; the entire configuration 

is stored in the database, controlled via the web-interface; 

minimum interval between measurements - 1 second; easy to 

install. 

Disadvantages: no version for Windows; all data is stored 

in the database, which is inefficient and limits scalability; 

fault tolerance is not provided; complex cumbersome inter-

face. 

Network Olympus. The program works as a service and 

has a web interface, which gives much greater flexibility and 

ease of use. The main feature - the script designer, allows 

you to move away from performing simple checks that do 

not allow you to take into account certain circumstances of 

the operation of the devices. With its help, you can organize 

monitoring schemes of any complexity to accurately identify 

problems and malfunctions, as well as automate the process 

of eliminating them. The script is based on a sensor, from 

which logical chains can be built, which, depending on the 

success of the test, will generate various alerts and actions 

aimed at solving problems. Each element of the chain can be 

edited at any time and immediately applicable to all devices 

with which the script is attached. All network activity will be 

monitored using the activity log and special reports [8]. 

Advantages of the program: free version of the program 

up to 100 devices; easy to configure and use, there is a de-

signer of monitoring scripts. 

Disadvantages: it is installed only under Windows. 

Results and its discussion. Traffic monitoring is essential 

for effective network management. It is a source of infor-

mation on the functioning of enterprise applications. This 

information is taken into account when allocating funds, 

planning computing power, identifying and localizing fail-

ures, and resolving security issues. The work considers 8 

programs for traffic analysis. After conducting an analysis 

for each program, we can say that each program has its own 

advantages and disadvantages, and for each particular case, 

when choosing a program, this must be taken into account. 

We can distinguish the WireShark program, this program is 

most suitable for analysis, research, traffic monitoring. This 

program allows you to quickly diagnose the network. 

Conclusions. In this work, we analyzed such programs 

for traffic analysis: Observium, Nagios, tcpdump, Network-

Miner, WireShark, Cain and Abel, Zabbix, Network 

Olympu. We can say that for most home users there will be 

enough opportunities that tcpdump, Wireshark, Network-

Miner provides. Among the reviewed network traffic ana-

lyzers, I would like to single out Zabbix, Observium, Nagios, 

which have more functionality and are free. Network Olym-

pus can also be distinguished due to its convenient web inter-

face, clear settings, convenient installation, free version, 

graphical display of requests and scanning. The monitoring 

system WireShark and NetworkMiner maximally meets the 

high requirements that are imposed in the case of a study of 

network traffic. 
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