Science and Education a New Dimension. Natural and Technical Sciences, 1V(10), Issue: 91, 2016 www.seanewdim.com

TELECOMMUNICATIONS

The Method of Determining the Functional Survivability of the Control
of the Intelligent Services

N. Kniazieva, L. Zimenko*, T. Kunup

Odessa National Academy of Food Technologies, Odessa, Ukraine
*Corresponding author. E-mail: Zimenko.liliya@gmail.com

Paper received 23.06.2016; Accepted for publication 05.07.2016.

Abstract. In this paper the method for determining the functional survivability of intelligent superstructure, controlling the process of
providing intelligent services is proposed. We introduced the next definitions: the multitude of functions of the system F, the
multitude of functional elements R (system resources), the multitude of functional relationships between the elements Y, classes of
intelligent services K, the route 4,5, the probability of events E g, Ej, Ey, E,. As a result of calculations there have been received the
formulae for estimation the functional system survivability of providing of intelligent services, which can be used in engineering of
the system of controlling intelligent services, in choosing the control methods, in solving problems of increasing the functional

survivability of control system over the intelligent services.
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Survivability is one of the most important properties of
telecommunication networks (TCN), which provides their
effective functioning. At the same time the problems of
providing TCNs’ survivability are becoming increasingly
important due to the intensive development of telecommuni-
cations — transition to Next Generation Network (NGN) and
to Future Generation Network (FGN). With regard to the
FGN in the ITU documents [1] it is recommended, that
engineering, exploitation and development of FGN would
be carried out in such a way that to ensure provide the
reliability, security, and also survivability in order deter-
mining systems capacity to perform its mission in time — to
provide the performance of maximal subset of functions to
achieve functioning purposes and also an acceptable level of
service, even if normal exploitation of the network is
complicated with different problems.

Under the survivability of TCN we mean the property
which characterizes the network ability to function
effectively under adverse external effects due to some
adverse external influences or to restore this ability during
a certain period of time [2, 3]. Into the development of
questions concerning the theory of systems survivability
for different applications a significant contribution made
V. Vishnevsky, J. Gromov, A. Dodonov, V. Krapivin, 1.
Ryabinin, V. Popkov, Yu. Stekolnikov and others. It’s
necessary to note that at this stage of the development of
the theory of survivability still there are no conditions that
would allow to formulate and to realize a common
approach to the solution of problems optimize
survivability characteristics of different types of systems.
However, there have been stated the principles the control
of which leads to a positive effect in ensuring the
survivability systems for various purposes [3]:

Principle 1. Systems elements must have low structural
significance and high resistance.

Principle 2. Structure of the system should provide the
greatest possible or sufficient (in optimization problems)
number of states of abilities.

Principle 3. States of abilities of the system should be
provided by the smallest possible number of elements.

Principle 4. The different states of the system abilities
must be provided by different elements.
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In accordance with these principles are proposed
methods of providing structural and functional surviva-
bility in the systems of different applications, including
TCN [2 — 6]. At the same time, it should be noted that the
tasks of evaluating and providing functional survivability
of intelligent superstructure are not being considered in
the scientific literature, despite of the intensive develop-
ment of intelligent services and to perform certain requi-
rements to the quality of service.

In this paper it is proposed the method for determining
the functional survivability of intelligent superstructure,
controlling the process of providing intelligent services (IS).

While analyzing the functional system survivability for
different applications the following characteristics of the
system are being regarded: the purpose of functioning, a
multitude of problems at the solution of which system is
oriented, and a multitude of resources used in the process
of solving problems [2].

Let’s define the characteristics of the control system
over — the intelligent superstructure.

The purpose of the functioning — is to provide the IS.

Multitude of problems (system functions) — is to
control the process of providing IS.

A multitude of resources — is a multitude of functional
elements used in the process of providing IS.

To provide the purpose systems functioning usually is
used one of the strategies: to provide fault-tolerance (f-
strategy) or provide survivability (s-strategy).

For the formation of s-strategy it’s necessary to define
the multitude of system states § = {Si }, in each of
which is performed the control process over providing IS
of 7 -th type (IS;) (i =1,n , n — is the number of states
of the system (IS types)).

According to [2] the following solutions (mechanisms)
concerning functioning purpose may be used:

1. Multitude of system functions can’t be changed,
that is all the functions f; must be used;

2. In any state of the system must be carried out a

certain subset of functions f " which perform the

purpose of the system functioning;
3. In an arbitrary state of the system must be carried
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out at least one of the functions from the subset of
functions f "
We’ll define the multitude of system functions:

F = {fl,fz,..., Siseees fn} where f; — is function of
control over IS of the i -th type of IS;, n — is the number

of types of system functions.

The multitude of functional elements
R = {r 3T seees Fjseens Ty }, where rpo— is a functional

element of the j -th type, m — is the quantity of types of
functional elements. Under the j-th functional element
we’ll understand the j -th type of the system resources.
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Resources R are used in the process of performing
functions /' of the system. And here, for each the f; -th
function is used a corresponding multitude of system
resources: {r](.i) }c R(j= I,_m).

Besides, are given the multitude of functional

connections Y = {y St} between functional elements 7 ;

J
(s,;t=Lm,s#t, j=Lm).

The example of the interaction of the system resources
(devices) in providing IS "800" is represented in Figure 1.
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Figure 1. Algorithm of interaction of devices in providing "Service 800" (free call)

Denotations on the Figure 1:

SSP —Service Switch Point;

SCP — Service Control Point;

IP — Intelligent Peripheral;

SDP — Service Data Point;

SCEP — Service Creation Environment Point;
SMP —Service Control Point.

Subscriber A dials a number, SSP (Softswitch) through
the Signaling System #7 (SS7) suspends the service
phone call and transmits a service request to SCP.
Further, the SCP accesses to the server database SDP. The
data obtained from SDP, are transmitted to SCP again.
SCP sends a voice command using voice interface IP to
subscriber B through SSP.

i
‘)

For each class K, are given Y? = {y 7

q
¥

01
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multitude of functional connections between the elements

o,
to the g -th class. For each ¢ -th class of IS multitude of

used in the control process of providing IS belonging

Y9 = {y;]p} is represented as a matrix M 9 size

|

q

mst
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For other IS are used other interaction schemes.
In accordance with the logic and complexity of
providing IS we’ll combine IS in classes

K = {Kl,l(z,..., Kq yeens KQ }, where g - is the class
of IS, O —is the number of classes. We’ll note that K| —
is the class of IS with maximum complexity, K 0~ is

the class of minimum complexity.
For each class K g is used an appropriate multitude of

resources RY = {rjq } Here are j=1,m, R1c R,

9=10.

if the j — th the recourse is used for providing IS
of the g — th class;
in the other case.

K9xK?, where K? — is the quantity of resources

q

r i used for the IS of the g -th class.

Element mz y of matrix M ¢ is defined as follows:

1, if there is an interaction of element r; with element r;
in the process of providing IS of the g — th class;

in the other case.
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It’s accepted mzt =0,if s =t, s,t =1,m . The elements re,

of multitudes of R? .
Thus, according to the representation for each g -th

service class of the multitude of functional connections
Y9 = {y;]p} as a matrix M 9 | is obtained the possibility

oriented graph  without loops

G? =(R?,Y?), where RY = {rjq}

to form an

— are points of

graph, Y 7= {y;]p} — are functional connections between

1p =({r

It’s noted that in matrix (1) multitude of used
connection {y;]r} is pointed by {ygt} to indicate
between which resources (s and ¢) this connection

Mg =

Graphically, route (2) is shown in Figure 2:

Science and Education a New Dimension. Natural and Technical Sciences, 1V(10), Issue: 91, 2016 www.seanewdim.com

, — areresources of the s -th and the ¢ -th types

graph points.
Corresponding graph is generated for each class of the
service. The control process of providing services of the

g -th class can be represented by route /UZ B » including

a multitude of used resources of the points and multitude
of branches of functional connection:

b g

exists (since each element yZ of the given multitude is
the elements of matrix M 7).

Let’s represent route 1 Z g s follows:
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Figure 2. Graphical interpretation of the process of providing the ¢ -th class service

q q9 .4 q q q q q q q
Here (rjA,rjl,rjz,..., er)C R, (yA,l’yl,z’y2,3""’ y(t—l),B) cY?.

Let us note that in the process of providing the i -th
service (i =1,n, n — is the number of types f; of the
system functions, or the number of types of provided IS),

some resources r J{I can be used more than once, i.e. route
(2) can be self-intersecting [7].
Each element included into route /UZI p (2), belonging

Server of
sErvices

to the multitude of resources RY = {r J{I} (points) and

functional interconnections Y ¢ = {y;]t }, may be exist

under external adverse effects.

In accordance with the organization of intelligent
superstructure and with the principles of providing IS, the
resources R interact on the basis of hierarchical principle
(Figure 3) [8]:
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Figure 3. Intelligent superstructure
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Here the multitude of R include of the following
resources: server of service, SP, SG, MG, Softswitch,
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SSF, CCF. The multitude of Y — are connections
between these resources.
Then formula (2) can be represented as follows:

qg _ q q q q q q
Fap = jaa,y YA, .5, ") Y0208 12007 Y 2,301, 08,) 7

q q
y(t_l):B(Z(t—l) +0,1) )’ er (I5 ))’

where [4,l,l5,..,lp — are characteristics of

resources belongings to

q q q q
Pia-Tj-Tja- "B

corresponding to hierarchal level, / =1, L ;

(lg+64), (I +61), Iy +82)es U1y +0e-1y)
are characteristics of the belongings of the functional
connections, emanated from points (resource) 4, 1, 2, ...,

€)

used in the providing IS on route IUZIB , the
corresponding to hierarchal level. Let’s note that the
transition from a resource 77 to a functional connection
the hierarchal level can vary into 6, (s = 4,1,2,...) .

The process of providing IS of any class can be
represented as a hierarchical system (Figure 4):

Pl b b

0O 0 00 oo o oL

Figure 4. Stages of a hierarchical system

As it can be seen, at each odd-numbered stage are
located points (points of graph, used resources), and at the
even-numbered — are branches of graph — the functional
connections between the system resources. Let us define
the following quantitative characteristics of the system:

N —is the total quantity of points (may coincide with
avaluem: N > m);

B —is the total quantity of branches;

L —is the quantity of hierarchical levels;

L, —isthe quantity of points levels;
Ly — is the quantity of levels of functional
connections;

[ —is the number of stage (level), [ = I,_L ;
/

located;

/ y —are numbers of levels of functional connections.

Let us assume that levels of hierarchical system are
equally attackable. Alsop, equally attackable are points
and branches (functional connections) at each level.

In accordance with Figure 4 the number of upper
hierarchal level will be denoted by "1", the next level will

be denoted by "2", etc. At each level [/ (/= I,_L)
(functional

. — are numbers of levels, at which points are

quantity of points 7; or branches

J
connections) y, are different. Let us mark this number

g; ~and g, for level points and the branches,

accordingly: /. =1,L,, I, =1,L, . Will assume that
the external adverse effect at the level /, all points g; of
given level are equally attackable, and also under adverse

effect on the level / ¥ all functional connections of this

level are equally attackable.

Let us introduce the following events: E ¢ , Ej,
E; E; .

1. E 4 - is the appearance of external adverse effect
(EAE). The probability of the beginning of this event can
be very little, however, always P(E AE )> 0.

2.E; - is the influence of EAE at the /-th system
level. This event can take place only at the beginning of
the event £ 4f .

The conditional probability of the beginning of E; —
P{E 1 E AE} — under the conditions of the events
E 4 is defined by the axiom of probabilities in the
combination of the events E; (| E 4 :

P{EI N E g }= P(E g )P(E; | E 45) .-
Wherein, P(El I'E 4 ): M, hence is
P(E 4)
the requirement: P(EAE )> 0.
3.E; —is the influence of EAE at the point r; of

the / -th level. This event can take place only as a result
of the beginning of the event £ .

The probability of the beginning of the event £ 1, can

be defined as probability of combinations of all events
EAE , El , Elr .

PE g NE NE, j= P(E; )P(E | E; )P(E, IE ;N E)). 4)
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4.E, - is the influence of EAE on the branch y, of
y

the / -th level. This event can only take place as a result
of the beginning of £ .
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The probability of the beginning of event F 1, can be

defined as the probability of the combination of all the
events E 4 , Ey, El}, :

P{;EAE N E, N El,, }Z P(EAE)P(EI/EAE)P(EI,, 1'E 4 N E)). (5)

Having determined the probability of the beginning
events £; and E; in accordance with formulae (4)
r y

and (5) and assuming that at the beginning of the event
E; or E; there can be a functional failure of element
r }’

r; or element y, , we can determine the probability of
failure in the providing IS of the corresponding ¢ -th
class Prg 4y -

Assuming that the functional failure of at least of one

P(ELUE,U..UE,U.

element included into route (3), leads to a failure of
providing services of the ¢ -th class, will get the formula

for calculation of PIS( g) 3 the probability of logically

connected events, namely, as the probability of at least of
one of K independent  combined  events
E{,Ey,.., Ef,...., Eg, where E; — is an event
including in a functional failure of the k -th element of
route (3), K — is the number of elements of the route:

UE) = ©)

= 1— (1= P(E))(1~ P(E,) 1= P(E,))..(1- P(E,)).

P(E} ) —is the probability of functional failure of the

k -th element of route 3).
Let’s denote the events included in a functional failure
of the route elements (3) under EAE as follows:

1. E( — is a resource failure of the j-th

q
s 1,))
type used in the process of the providing IS of the g -th
class according to route (3), comprising point s , located
on the hierarchal level /. Denotation "/ " is used to

note that point s of route (3) belongs to level [ (
[=1,L).
2. E(y?s(ls +5s)) — is the functional of the failure

connection, belonging to route (2), and located on level (
Iy + 0 ), connected with level / .

Analogically let’s denote all other events. Then
formula (6) can be written as follows:

P(E(’”_/Z(IA)) U E(YZ,1(1A+5A)) U E(rqu(ll)) U E(y{q,2(1|+5|)) U E(’”_/qz(lz))

U E(yg,3(12+52)) U U E(yft—l),B(l,,mé,,.)) U E(r./%(lg))) =

()

=1-(1- P(E(’”_,Z(IA))))( 1- P(E(yZ,I(IA +5A))))---
(1= P(E(J’ft-l),g(l,,, +5,,,))))( 1- P(E(r_/%(l,;))))'

Here 5A ,51 ,52 ,... — determine the change of the
level number / in moving from the point to the branch

onaroute u? . .

To calculate the probability of a functional failure of
the system as a result of EAE on any route element (3) it’s
necessary to determine the values of all probable events

including into formula (7). Let’s remind that the quantity
of the elements — points and branches of functional
connections, which are on each [ -th level, are denoted as

g1 and g I, correspondingly. Here must be performed

conditions (8):

L
Zl:=1nLr =N; \

L
PId ny

ly=1

= B; } ®)

Lo+ly=L )
Based on the hypothesis of the equal attackability of all the levels of the system, we’ll calculate the conditional
probability of the event, included into the adverse effects EAE on the level [/, of system points P(E; ) (9) and the

level /, of the functional connections P(E; ) (10):
y

L

P(E; )= P(E £ )‘L—r; )

Ly
P(E; )= P(E 45 ) —2—

Based on the hypothesis of equal attackability of all the
elements of each level under the EAE at this level, we’ll

Pt Ly,

(10)

L, +L,

receive the formula for the calculation of the conditional
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probabilities of failure of levels element /. and [/, - 1.(g Z) and functional connections /(g lqy ) are

qu and P, f] , used in the process of the providing IS of  known, and are used for providing IS of the g -th class,

the g -th class. which are at levels /, and / yo correspondingly.
We’ll assume that the quantity of types of the resources Using these denotations, we’ll get:
l(g]) L(gl) L
Pl = — P(E,)= — = P(E ) (11
’ gl,‘ gl,‘ Lr + Ly
l,(gf) h(gl) L
y el y\el,
Pl = — P(E;)) = = P(E 4 ). (12)
’ gl}’ ’ gly Lr + Ly
The probability of at least one of two events £; —the used in providing services of the k -th class can be
functional failure of resources of level /. (11)or E, — calculated as a probability of at least one of two events
Ey and E, :

the failure of the functional connections of level / ¥ (12),

P{E|U Ey}= PAE }+ PE, |- PE N Ey } (13)

In the result, the probability of performing the subset of functions f - providing IS of the g -th class P (o is
Jq

determined in accordance with formula (14):
Py =1-(P{E }+ P{E, } - P{E N E4 }). (14)
Here P(E;) is calculated in accordance with (11), for providing IS of the i -th type of the g -th class, which
P(E,) —is calculated in accordance with (12). are at levels /. and / yo correspondingly.

For calculation of the probability of performing at least Using these denotations we’ll obtain the method for
one of the multitude of functions f* — providing at least ~ calculating the conditional probability of failure of the

one of the i -th services of the ¢ -th class — we’ll assume  levels element /, and ly , qu (15) and qu (16), used
ri i

that the quantity of types of resources [, ( glq‘ ) and in the process of providing the i -th services of the ¢ -th

class:
functional connections as /,, ( glq ) are known, and used
yi

L(gf) 1 (gf)
i = T b p(E ), (15)
" lr(glqr) &1, L, +Ly

I,(gl) I,(gf)
g _ 220’ POL7 Y P(E ). (16)
Conel) e Letly

Here are j = I,_n, I =1,L,, ly _ LTy, q = L_Q functiqnal survivability of the system in providing the i -
th service of the g -th class.

P

Having calculated in accordance with formulae (15)
and (16) the values of probable resources failure and o
functional connections, used for providing IS of j-th  survivability P 1, performance of at least one of the

type, belonging to the g -th class, and filling the results

The probability of saving the functional system

obtained in formula (7), will get the desired value of ~dUantty of functions f* (providing least of one of the i

probable failure of functional system of at least of one of -th service of the ¢ -th class) — we’ll get as the
the element, included into the route of this 7 -th services, probability of the opposite event (17):
that is we’ll obtain the probability of interference of

—1_ q q q q q
Pra 1= PEC VU EG 0,15,V ECHG )V ED L, 46)) U EC)0,)) U

UEGS 30,46, U UEG (1) 5, v, Y EC 505

(17)

Thus, we have got the formulae for estimation of the  f * (providing the i-th intelligent service of the g-th class).
functional system survivability in providing intelligent The obtained formulae can be used in the engineering
services — the performance of certain subset of functions f*  system control over the intelligent services, in the choice
which realize the purpose of the system functioning Of the control principles in solving the problems of
(providing intelligent services of the g-th class) and also the  increasing functional survivability of the control system
performance of at least of one of the functions out of subset ~ over the intelligent services.
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MHOXECTBO (DYHKIMI cHcTeMbl F, MHOXKECTBO (DYHKIIMOHAIBHBIX JIEMEHTOB R (PEeCypCoB CHCTEMBI), MHOKECTBO (DYHKIIMOHAIBHBIX
CcBsI3eil MEXKTy IIEMEHTaMH Y, KIlacchl HHTEIUICKTYaIbHBIX CepBUCOB K, MapipyT u? 45, pEACTABISIOLIIIA IIPOLIECC IPEAOCTABICHHUS
CEPBUCOB ¢-TO KIIacCa, BEPOATHOCTH HACTYILIEHHsS COOBITUH Eyp, E;, Ej, E,. B pesynprare pacdeToB NOIyYeHbI BBIPAKEHHUS IS
OLCHKH (DYHKLMOHAIBHON JKHBYYECTH CHUCTEMbl IIPEIOCTaBICHHUS HHTEIIEKTYalIbHBIX CEPBHCOB, KOTOpBIE MOTYT ObITh
HCHOJIb30BaHbI IIPU MPOSKTUPOBAHUHU CUCTEMBI YIPABICHUSI MHTEIUICKTYaIbHBIMI CEPBUCAMHU, IIPU BBIOOPE NMPHHLMIIA YIIPABICHUS,
IPH PEICHUH 3a/1a4 HOBbIIIECHUS (YHKIMOHAIBHON KMBYYECTH CUCTEMBbI YIPABJICHHS HHTEIUICKTYaJIbHBIMH CEPBUCOMHU.

Knrouesvie cnosa: ¢ynxyuonanvhas scusyyecmo, @HewiHuil nebnazonpusmmuvlii d¢gexm, obecneuenue UHMENLIEKMYATbHbIX
CepBUCOB, COCMOAHUS CUCEMbL, MAPUPYN, COObIMUS, BEPOAMHOCHb PYHKYUOHANLHO20 OMKA3A, YUCTIO COCHOAHUL CUCTEMbL, KNACC
UHMENIEKMYATIbHbIX CEPEUCOS.
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